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WE APPRECIATE YOUR FEEDBACK, 

AND IT MAKES US BETTER EACH YEAR.

YOU CAN COLLECT ADDITIONAL NT COINS 

BY FILLING OUT THE QUESTOINNAIRES.

THEN VISIT GEEK BOUTIQUE AND 

SPEND NT COINS ON COOL GIVEAWAYS.



Intro
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Agenda

Hybrid Cloud Management

Introduction to Azure Arc

Security and Compliance with Azure Arc

Deployment and configuration

Demo

ArcBox
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Hybrid Environments



What & Why
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Key Features and Capabilities

Resource Management
Azure Arc enables efficient resource management across diverse environments, simplifying 

operations and maximizing efficiency.

Policy Enforcement
With Azure Arc, organizations can enforce policies consistently across all their resources, 

ensuring compliance and security.

Security Management
Azure Arc provides robust security management features, allowing organizations to protect 

their resources effectively across all environments.

Deploy Azure Services Anywhere
Users can deploy Azure services across any environment, whether on-premises or in the 

cloud, enhancing flexibility.



How…
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Azure Arc

Prerequisites

Pricing
Always free

Inventory

Manage using SSH Arc, Run Command, and Custom Script Extension

PowerShell remoting over SSH

RDP remoting over SSH

VM Self-service

Available with Microsoft Defender for Cloud Plan 2
Azure Policy guest configuration

Azure Update Manager 

https://learn.microsoft.com/en-us/azure/azure-arc/servers/prerequisites#supported-operating-systems
https://learn.microsoft.com/en-us/azure/azure-arc/servers/prerequisites#supported-operating-systems
https://azure.microsoft.com/en-us/pricing/details/azure-arc/core-control-plane/
https://azure.microsoft.com/en-us/pricing/details/azure-arc/core-control-plane/
https://learn.microsoft.com/en-us/azure/azure-arc/servers/ssh-arc-overview?tabs=azure-cli
https://learn.microsoft.com/en-us/azure/azure-arc/servers/ssh-arc-overview?tabs=azure-cli
https://learn.microsoft.com/en-us/azure/azure-arc/servers/ssh-arc-overview?tabs=azure-cli
https://learn.microsoft.com/en-us/azure/azure-arc/servers/ssh-arc-powershell-remoting?tabs=azure-cli
https://learn.microsoft.com/en-us/azure/azure-arc/servers/ssh-arc-powershell-remoting?tabs=azure-cli
https://learn.microsoft.com/en-us/azure/azure-arc/servers/ssh-arc-powershell-remoting?tabs=azure-cli
https://learn.microsoft.com/en-us/azure/azure-arc/servers/ssh-arc-powershell-remoting?tabs=azure-cli
https://learn.microsoft.com/en-us/azure/azure-arc/servers/ssh-arc-powershell-remoting?tabs=azure-cli
https://learn.microsoft.com/en-us/azure/azure-arc/servers/ssh-arc-powershell-remoting?tabs=azure-cli
https://learn.microsoft.com/en-us/azure/azure-local/manage/connect-arc-vm-using-ssh
https://learn.microsoft.com/en-us/azure/azure-local/manage/connect-arc-vm-using-ssh
https://learn.microsoft.com/en-us/azure/governance/machine-configuration/overview
https://learn.microsoft.com/en-us/azure/governance/machine-configuration/overview
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Azure Arc – free for…

Windows Server with active Software Assurance or Windows 

Server subscription licenses
Azure Update Manager

Change Tracking & Inventory

Azure Machine Configuration

Windows Admin Center in Azure for Arc-enabled servers

Best Practices Assessment

Azure Site Recovery configuration

Advanced networking

Remote Support

https://learn.microsoft.com/en-us/azure/azure-arc/servers/windows-server-management-overview?tabs=portal
https://learn.microsoft.com/en-us/azure/azure-arc/servers/windows-server-management-overview?tabs=portal
https://learn.microsoft.com/en-us/windows-server/get-started/windows-server-pay-as-you-go?tabs=gui%2Cazureportal
https://learn.microsoft.com/en-us/windows-server/get-started/windows-server-pay-as-you-go?tabs=gui%2Cazureportal
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Azure Arc - pay-as-you-go & ESU

Windows Server pay-as-you-go enabled by Azure Arc
Windows Server 2025 (Standard & Datacenter)

SQL Server pay-as-you-go enabled by Azure Arc (Standard & 

Enterprise Edition)
versions 2012 and up

Extended Security Updates (ESU) enabled by Azure Arc
Windows Server 2012 / R2 (Standard & Datacenter)

SQL Server 2012 / 2014 (Standard & Enterprise)

limited-support-operating-systems (MSI)

https://azure.microsoft.com/en-us/pricing/details/azure-arc/core-control-plane/
https://azure.microsoft.com/en-us/pricing/details/azure-arc/core-control-plane/
https://azure.microsoft.com/en-us/pricing/details/azure-arc/core-control-plane/
https://azure.microsoft.com/en-us/pricing/details/azure-arc/core-control-plane/
https://azure.microsoft.com/en-us/pricing/details/azure-arc/core-control-plane/
https://azure.microsoft.com/en-us/pricing/details/azure-arc/core-control-plane/
https://azure.microsoft.com/en-us/pricing/details/azure-arc/core-control-plane/
https://azure.microsoft.com/en-us/pricing/details/azure-arc/core-control-plane/
https://learn.microsoft.com/en-us/azure/azure-arc/servers/prerequisites#limited-support-operating-systems
https://learn.microsoft.com/en-us/azure/azure-arc/servers/prerequisites#limited-support-operating-systems
https://learn.microsoft.com/en-us/azure/azure-arc/servers/prerequisites#limited-support-operating-systems
https://learn.microsoft.com/en-us/azure/azure-arc/servers/prerequisites#limited-support-operating-systems
https://learn.microsoft.com/en-us/azure/azure-arc/servers/prerequisites#limited-support-operating-systems
https://learn.microsoft.com/en-us/azure/azure-arc/servers/prerequisites#limited-support-operating-systems
https://learn.microsoft.com/en-us/azure/azure-arc/servers/prerequisites#limited-support-operating-systems
https://learn.microsoft.com/en-us/azure/azure-arc/servers/prerequisites#limited-support-operating-systems


What else…
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Hotpatch for Windows Server
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Hotpatch for Windows Server - requirements

Azure Arc-connected Windows Server:

• Windows Server 2025 Datacenter Edition

• Windows Server 2025 Standard Edition

• Virtualization-based security (VBS)

• Windows Server 2022 on Azure (Datacenter)

• Windows Server 2025 on Azure (Datacenter)

https://techcommunity.microsoft.com/blog/windowsservernewsandbestpractices/how-to-preview-azure-arc-connected-hotpatching-for-windows-server-2025/4246895
https://techcommunity.microsoft.com/blog/windowsservernewsandbestpractices/how-to-preview-azure-arc-connected-hotpatching-for-windows-server-2025/4246895
https://techcommunity.microsoft.com/blog/windowsservernewsandbestpractices/how-to-preview-azure-arc-connected-hotpatching-for-windows-server-2025/4246895
https://techcommunity.microsoft.com/blog/windowsservernewsandbestpractices/how-to-preview-azure-arc-connected-hotpatching-for-windows-server-2025/4246895
https://techcommunity.microsoft.com/blog/windowsservernewsandbestpractices/how-to-preview-azure-arc-connected-hotpatching-for-windows-server-2025/4246895
https://techcommunity.microsoft.com/blog/windowsservernewsandbestpractices/how-to-preview-azure-arc-connected-hotpatching-for-windows-server-2025/4246895
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Sign in to Arc-enabled Windows Server using 

Microsoft Entra ID (no external accounts!)

Use Microsoft Entra ID as a core authentication platform with Remote 

Desktop Protocol (RDP)

Azure role-based access control (RBAC) and Conditional Access policies

Arc-enabled machine will be Microsoft Entra joined

Supports:
Windows 11 24H2 or later

Windows Server 2025 or later with Desktop Experience



Installation and/or configuration
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Windows Server 2022
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Windows Server 2022

Cumulative Update (10/10/2023) for Windows Server 2022

https://support.microsoft.com/en-us/topic/october-10-2023-kb5031364-os-build-20348-2031-7f1d69e7-c468-4566-887a-1902af791bbc
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Windows Server 2025
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Azure Connected Machine agent deployment

https://learn.microsoft.com/en-us/azure/azure-arc/servers/deployment-options


#ntk25

azcmagent
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DEMO



ArcBox
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ArcBox (https://jumpstart.azure.com)

Sandbox environment for getting hands-on with Azure Arc

technologies

Accelerator for Proof-of-concepts or pilots

Training tool for Azure Arc skills development

Demo environment for customer presentations or events

Rapid integration testing platform

Infrastructure-as-code and automation template library for

building hybrid cloud management solutions

https://jumpstart.azure.com/azure_jumpstart_arcbox
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ArcBox for IT Pros
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ArcBox for DevOps
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ArcBox for DataOps
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Kompas Xnet – Azure izobraževanja



WE APPRECIATE YOUR FEEDBACK, 

AND IT MAKES US BETTER EACH YEAR.

YOU CAN COLLECT ADDITIONAL NT COINS 

BY FILLING OUT THE QUESTOINNAIRES.

THEN VISIT GEEK BOUTIQUE AND 

SPEND NT COINS ON COOL GIVEAWAYS.



Thank You!
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